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“Cybersecurity is a strategic factor”
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We at Belden want you not to have to think about security. At least not in the sense of a threat. Not even in the
face of increasing connectivity. And certainly not in connection with the emerging vision of Industry 4.0, which
will entail much larger volumes of data and so a potentially greater threat. In theory at least.
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Leading the Way
As a leading provider of world-class, highly engineered signal
transmission solutions for mission-critical applications, Belden
supports customers in a number of key industries, including
Entertainment, Data Centers, Machine Building, Oil & Gas,
Transportation and Power Transmission & Distribution.

That is why we have developed a Certified Industrial Network
Program (CINP). This ensures that the network infrastructure
of our customers is reliable, safe and state-of-the-art at all
times.
So if you are not yet talking to us, get in touch. We will help you
to meet your business objectives – and push you ahead of your
competition.

Over the past 110 years, we are driving innovation, supported by
our 7.000 employees, 25 manufacturing locations in 11 countries,
extensive R&D facilities and global network of carefully selected
local distribution partners – all committed to delivering worldclass customer service. Through our leading brands, Belden®,
Hirschmann™ and Lumberg Automation™ we consistently set
the standard for performance, quality and reliability around the
world.
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Security on
all levels
Cybersecurity and
high availability even
under tough conditions are cornerstones
of Industry 4.0. Connected Security from Belden helps achieve them
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Belden aims to be not just a supplier, but a strategic business
partner delivering solutions that make you perform better. By
combining business know-how with technologically advanced
products, we provide signal transmission solutions that make
your company operate faster, better, longer, safer and more
economically. It is our ambition to deliver all these benefits to
you from a single source, building a lasting relationship that adds
value to your business.

Security is a fundamental human need: both in our private lives and in our work environment. Yet security is
a complicated idea. As long as we feel secure, we don’t
think about it much. And when we think about it, it’s
usually because we sense a threat.

We have developed our Connected Security infrastructure solution to provide you with essential reassurance.
You will see that Connected Security is more than just a
new buzz-phrase. Connected Security embodies a system
of comprehensive security throughout your business. It
assures cybersecurity as well as maintaining the consistently high availability of your machinery and plant.
I very much hope that you enjoy reading what we have
put together for you, and that it will help you to feel safe
and sound at all times.

22 The hare and the tortoise
Belden developer Sebastian Pflieger on the eternal
battle between good and bad
www.beldensolutions.com

Dr. John Herold
Vice President, Industrial Vertical Marketing,
Belden
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Security
on all levels

I

t’s the nightmare of any production manager:
A malware program infiltrates the production
control system, causing malfunctions and failures. In the interconnected world of industrial
processes, such problems can rapidly impact beyond the factory gates. There is a risk of standstill
all along the value chain. And in extreme cases, regress claims and contractual penalties may result.

More dangerous than stand-alone
solutions
The risk of such a nightmare coming true is rising continually. And not just since the emergence
of the vulnerability caused by the Heartbleed
bug. According to figures from the International
Telecommunications Union (ITU) in Geneva,
6.5 million malware programs were developed
worldwide in 2013 alone. Intel estimates the cost
of cyber-crime as 400 billion dollars a year. And
a survey by international insurance broker Marsh
found that 54 percent of European companies
polled had fallen victim to a cyber-attack in the
past year.

The Connected Security infrastructure solution
developed by Belden’s Hirschmann and Lumberg
Automation brands assures cybersecurity and the
high availability of production plants even under
tough conditions. It is thus a cornerstone of future

more dangerous than stand-alone solutions.” And Eric
Byres, Chief Technology Officer of Belden’s Canadian subsidiary Tofino Engineering in Vancouver,
adds: “The Internet of Things will reveal unexpected
security challenges: with regard to data protection, availability, governance and trust in equal measure.”
A vital task for the industrial sectors concerned in
meeting those challenges is to make the Internet
of Things just as secure as current infrastructure.
“In order to realize the full potential of the Internet of
Things in industry, a highly secure and integrated infrastructure is vital,” states Ashish Chand, Belden’s
Hong Kong-based Managing Director Asia/Pacific.

Foundation stone of enhanced
security

Belden has created its Connected Security infrastructure solution as a foundation stone of enhanced security in industrial communications.
The solution is a package of optimally co-ordinated elements comprising network technology,
managed I/O modules, connectors, control caInsurance against loss resulting from cyber- bles and monitoring software.
attacks has long been on offer. The amounts covered – and the premiums charged – are beyond Connected Security operates in a
all the previous norms in the insurance business. number of different directions:
A key consideration in approaching these issues
is reflected in the old saying: “Prevention is bet- •	
Co-ordinated development of the individual
ter than cure.” That is all the more important as
components ensures that communication erthe vulnerability of corporate networks is likely
rors in specific production modules cannot
to increase even more due to the dramatic rise in
cause the complete line to fail.
the number of Industry 4.0 applications unless •	Dedicated security functions in the individual
decisive countermeasures are taken.
components create distributed protection.
•	A software-based security shield protects against
Forecasters predict that the Internet of Things
external attacks.
will increase the number of machines, appliances
and devices connected to the Internet from the Connected Security thus implements a concept
current five billion to 80 billion by 2020. Against which Johannes Pfeffer, Managing Director Inthat background, Dr. John Herold, Vice President, dustrial Networking of Belden in NeckartenzlinIndustrial Vertical Marketing of Belden, issues gen, describes as follows: “A sound defence demands
this warning: “In terms of security, Industry 4.0 is protection on multiple levels.” This relates to

ERIC BYRES, CTO
Tofino Engineering
“The Internet of
Things will reveal un
expected security
challenges: with
regard to data pro
tection, availability,
governance and trust
in equal measure.”

ASHISH CHAND,
Managing Director
APAC
“In order to realize
the full potential
of the Internet of
Things in industry,
a highly secure and
integrated infra
structure is vital.”

Industry 4.0 applications.
4
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Customer interview

In this interview, Frank Hohlbaum, ABB Global Manager
of European companies
polled had fallen victim to
a cyber-attack
JOHANNES PFEFFER,
Managing Director
Industrial Networking
“A sound defence
demands protection
on multiple levels.”
malware programs were developed
worldwide in 2013

the network infrastructure, to the network access
standards, and to the implementation of unified
network access controls.

AXEL VORNHAGEN,
General Manager
Industrial Connectivity Solutions
“A secure industrial
network starts with
reliable and harmo
nized components.”

And there is good reason for such measures.
According to a survey by the German Engineering Federation VDMA, human error and
sabotage are the most dangerous threats in
production and automation. Next in the list of
the top 10 threats comes a malware attack in second place, and a technical malfunction in third.

Reliable components as the
foundation
Connected Security from Belden focuses on all
those levels equally. Axel Vornhagen, General
Manager Industrial Connectivity Solutions of
Belden in Neckartenzlingen comments: “A secure
industrial network starts with reliable and harmonized
components.” Turn to page 18 to find out how
Belden targets those criteria right from the development stage.

BRIAN LIESER,
Vice President Sales
Americas
“CINP enables our
customers and
partners to keep
ahead of technical
progress.”
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To assure controlled network access, Belden
firstly implements the powerful Eagle industrial
firewall system, with its scaleable security features. Its functionality extends from that of a
simple firewall to a firewall complete with VPN
(Virtual Private Network). Compact field bus I/O
modules of the LioN series provide distributed
wiring at field level. They provide high protection
by design, as well as being shock- and vibration-

for Security in Substation Automation, sets out some of the
key aspects of his team’s strategy.

400 billion
cost of cyber-crime per year

proof. And finally, original Belden fiber-optic cables or fast, stable wireless connections in rough
industrial environments based on the Industrial
WLAN access points of the Hirschmann BAT series provide problem-free connectivity.
The Belden Partner Program is the ultimate way
to rule out all risk. Based on the awareness that
the interaction of individual components can
only ever be as good as the underlying planning
of the overall system, Belden has established an
extensive network of authorized sales and solution partners. The partners have been chosen
because they assure a reliable supply chain for
Belden products and are able to offer customers
optimal service based on intensive training.
Efforts in this regard are also aided by Belden’s
Industrial Network Certification and by the work
of the Certified Industrial Network Providers
(CINPs). “CINP enables our customers and partners
to keep ahead of technical progress,” comments Brian
Lieser, VP Sales Americas for Belden. As the battle to optimize the cybersecurity and fail-safety
of industrial networks is often comparable to the
proverbial race between the hare and the tortoise,
this, too, is a key element of Belden’s all-embracing security concept.

Mr. Hohlbaum, how important are
the issues of protection against power failure and cybersecurity within
your company?
As a leading vendor of control and automation solutions for the power industry and a wide range of industrial
sectors, we assign top priority to the
security and reliability of our products, systems and services. The issue
of cybersecurity is a key point of focus
in this respect. Based on our
knowledge of markets, industrial requirements and the IT
environment, we work closely
with our customers to attain
the maximum possible levels
of security without impacting negatively on operational performance.

persist in our approach. Looking back
over the past six years, it’s clear that
ABB made the right decision to invest
in the security of our products and
processes, and to install additional
processes that subject security-related
matters to regular review. For example, we have established an independent Product Robustness Test Center in
Bangalore, India, and a System Verification Center in Baden, Switzerland,

Are they purely preventive measures,
or have you had any security-related
issues?
They are preventive measures. Cybersecurity became an important topic
for ABB some time ago, long before
breaches such as Stuxnet became public. Our holistic, proactive approach is
based on broad industry knowledge
and deep technical expertise. It helps
us to provide responsive solutions,
able to adapt to the changing environment.

What are the core elements of your
IT security strategy?
Cybersecurity is an integral part of the
product life-cycle at ABB. Threat ana
lyses, regular security design reviews,
security training of our software developers and both internal and external
security testing are just some of the
ways in which we assure the security of
our customer solutions. User accounts,

which log all relevant activities, are just
one example of the security features we
build into our products.
What security-related scenarios are
you preparing to handle in future,
and how?
Cybersecurity is like a hunt for a moving target, and we cannot allow ourselves to be caught standing still. We
have to keep ahead, and make sure that
our systems are continuously
being upgraded and our security standards improved to
handle the changing threats.

“Systematic approach
to cybersecurity”

Has your attitude to cybersecurity
changed as a result of the various incidents in recent months?
As I said, we have been active in this
area for many years. The incidents in
recent months reaffirm that we must

to assess the security of all products
before they go to market.

What would you wish to see
from Belden in future?
We expect that Belden will integrate
more cybersecurity features into their
Ethernet-based communication devices which address the special needs for
control and automation solutions.

Long-standing partnership
Hirschmann supplies ABB worldwide with a complete range of industrial data
communications solutions based on Ethernet and field bus systems. They include
Layer 2 and Layer 3 switches as well as industrial security systems, providing a
unified, company-wide communications infrastructure with no interfacing prob
lems or media breaks. The products are used in many different applications, in
cluding factory automation, process control, energy distribution, transport and
machinery manufacture.
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Fitting out petrochemical plants with wireless communications imposes high demands on the

Process safety and maximum availability are also fundamental requirements for automation so-

components used. For a large-scale project on behalf of Shell off the coast of Singapore, Hirsch-

lutions in the brewing industry. Carlsberg Israel relied on know-how from Belden to modernize

mann developed new products to the customer’s specification.

its communications systems.

Shell Eastern Petrochemical
Complex in Singapore

SHELL ///
Winning arguments for
Belden
The successful completion
of the project demonstrated
Belden’s ability to deliver a
complete solution for scale
able, redundant LAN and
WLAN architectures in the
process industry. It took a
great deal of inventiveness
and flexibility to master the
numerous technical chal
lenges. This achievement was
explicitly affirmed by the cus
tomer.

Wireless refinery control

Ethernet in the brewing industry

Steam-cracking mineral oil products to form short-chained hydrocarbons such
as ethylene and propylene is one of the most complex and costly processes in the
petrochemical sector. The Shell Eastern Petrochemical Complex (SEPC), built on a
specially created artificial island off the port of Singapore, is one of the world’s largest such plants. The SEPC produces 800,000 tonnes of ethylene, 450,000 tonnes of
propylene and six-figure tonnage of many other interim products every year.

The image of beer-brewing as a quaint craft process involving the master brewer
attentively stirring and tasting his brew is a fantasy. Modern-day breweries rely on
automated, computerized production lines and control systems. Only systems of
such a kind are able to combine efficiency in production with fulfillment of the
highest quality demands. After all, according to data from the Kirin Institute of
Food and Lifestyle, some 177 billion liters of beer are drunk worldwide every year.
That’s more than 5,600 liters per second!

The four-year construction project involved 15,000 industrial workers, engineers
and technicians from 20 countries. They included specialists from Belden, tasked
by Shell to install wireless mobile access to all process data at defined points
around the refinery as a means of enhancing efficiency. The thinking behind this
was that the petrochemical process control system could be commissioned into
operation more quickly and maintenance procedures made more efficient.
The complete solution comprising wireless and firewall technology with a redundant backbone infrastructure featured a wide range of products from Belden’s
Hirschmann and Lumberg Automation brands. They included access points for
the outside areas, managed switches and a security solution based on an EAGLE
firewall, as well as accessories, antennas, surge voltage protectors, media converters and Ethernet M12 connectors.
In view of the special demands imposed by the harsh environment of a largescale petrochemical plant, some of the products were developed specially to the
customer’s specifications and certified in accordance with IEC 60079. Planning
procedures and initial factory acceptance tests were conducted at the Competence Centre in Neckartenzlingen, prior to an integrated factory acceptance test
culminating in handover to the customer in Singapore.
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Canning line at a
Carlsberg brewery

The Israel Beer Breweries (IBBL) corporation in Ashkelan, founded in 1992, co
vers around 40 percent of the country’s beer demand. Employing 320 people, the
Carlsberg subsidiary has been operating a dedicated brewery since 1995. Its success on the market translated into rapid volume growth, which in turn made it
necessary to replace the initially installed field bus systems with Ethernet.

CARLSBERG ///
Winning arguments for
Hirschmann
The redundancy concept fea
turing HIPER-Ring enables easy
network expansion and provides
for a flexible loop topology. The
modularity of the system also
ensures high flexibility and ease
of maintenance, requiring only
small quantities of spares. The
installed products conform as a
matter of course to the relevant
industry standards, as well as
permitting efficient, user-friend
ly management.

This essentially involved setting up three independent, high-availability LANs
complete with security controls. Hirschmann’s Ethernet products – especially its
Modular Industrial Communications Equipment (MICE) switches – exactly met
the project requirements.
In the newly installed solution, all network devices are managed and monitored.
The high-speed Gigabit and Fast Ethernet zones are configured in a loop topology based on fiber-optic and copper cable. Zones where high availability is not
essential are implemented as a star topology. The fact that the MICE components
can be hot-swapped in ongoing operation means that the solution is also classed
as highly future-proof.
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In the battle against increasing com
plexity and variance, industry will soon
be able to profit from the convergence
of data technology and automation.
The developments referred to in Ger
many collectively as “Industry 4.0” are
being seen as a fourth industrial revolution. The expected boost to efficiency
will entail new demands in terms of security development.

Reducing

complexity

by automation
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T

he extensive personalization options offered by many products and the widespread adoption of niche-marketing
policies by vendors is causing industry increasing
problems in the management of complexity and
variance. More and more variants, special production
runs and custom ordering options have led to explosive
growth in variance in recent years, which has impacted on
everyone along the value chain.
An example of this from the automotive industry is cited
in the trade media: At Ford in Cologne, the procurement
and factory logistics functions had long been forced to deal
with 49 different dash switches, 14 different horns, 308 exterior mirrors, 92 exhaust silencers and 13 tank caps. Only
once a specially appointed “Director Vehicle Commonality”
had been tasked with promoting the use of identical components was the variance reduced.
The ramifications of such variance were complex logistics
planning, more space needed, increased handling and, not
least, the risk of confusion leading to fitting of the wrong
component. It is not without reason that the logistics facilities at many automotive plants are substantially larger than
the actual vehicle assembly lines. And not forgetting the
production control software, which has to map and manage
all the variance.

Self-organizing production replacing rigid
automation structures
The methods underlying Industry 4.0 aim to resolve such
problems. The existing rigid production structures will be
transformed into efficient, modular systems capable of organizing themselves. This would provide new impetus to
the idea of a self-controlling production facility, with no centralized data structures.
According to a widely adopted – but not uncontroversial –
scenario, the products being manufactured and the workpieces being machined will themselves play a pivotal role in
the self-organizing production system. They will carry the
necessary manufacturing information on-board, and incorporate local intelligence and rules in order to communicate

with the machining centers and so find their way through
the production process under their own control.
How dramatically such an approach might change processes
is demonstrated by taking a look at existing standard methods: The conventional control system plans operations in
the job net with projected arrival times and queue lengths.
In the event of major deviations from the plan, the job net
must be recalculated and manual decisions must be taken
where customer deadlines are delayed.
In product-driven production, on the other hand, the initiative starts with the workpiece, pursuing the aim of timely
execution of the necessary machining operations. The next
machining station is selected in dialogue between the workpieces and production resources – that is to say, the machining centers. Decisions on assignment of jobs to machines
are taken as and when necessary, based on momentary
circumstances. The decision-making process takes into account the availability of machines, their current setup and
assignment status, as well as current queue lengths and
batch sizes.

There is a need for action on many levels in
order to realize the vision
So that is the theory. In practice, there are of course still
lots of issues to be clarified. In a conference paper in February 2014, Andreas Dreher, Strategic Technology Manager
of Hirschmann Automation & Control GmbH, set out the
following aspects: “Realizing the vision will take a hugely
powerful and reliable communications system, going well
beyond what is in use at present,” he asserted. Large volumes
of data will need to be transported in real time, with minimal delay. Very large numbers of individual stations will
also have to be integrated, in a highly reliable way, imposing
the highest demands on data security. Dreher went on to
stress that all of this will have to be implemented more and
more wirelessly, and must not be restricted to communications within a factory or line.
The industry is currently confronting a number of different trends in terms of the communications setup for future
Industry 4.0 applications. What is certain is that the
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Industry 4.0

number of connected devices within individual factories will
rise significantly. In order to limit the scope of wiring, installation and maintenance required for this, wireless communications systems will become increasingly important.
At the same time, Dreher expects that the use of field buses
will decline markedly, to be replaced by through-going communications based on IP protocols. The benefits of Industry
4.0 can only be realized on the basis of integrated, unified
connectivity.

Complexity will necessitate high levels of
security awareness
Security aspects are a key component of current ongoing development work. It is an open secret among security experts,
for example, that the likelihood of error – and so of vulnerabilities – increases as a system becomes more complex. Consequently, assuring data security for the machinery and systems involved will be crucial to the success of Industry 4.0.
The fact that there is still much to be done in this respect
is illustrated by a Hewlett Packard study published in July
2014. It revealed that 70 percent of all currently available
components for Industry 4.0 are classed as vulnerable – that
is to say, not secure enough.

Belden’s security development work is founded
on four principles:
• Availability: preventing system failures; access
to all necessary data must be possible at all
times
• Conﬁdentiality: data may only be read or modified by authorized users, with a user defined
either as a human being or a technical device;
unauthorized access must be prevented
• Integrity: incorruptibility of data; data must
not be changed, whether intentionally or
unintentionally, or if they are changed, any
change must be reliably detected
• Veriﬁability: a transaction must be unambiguously verifiable
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Smart Factory

In order to safeguard the reliability as well as the security
of an Industry 4.0 installation, analyses are also conducted
as to which network segments should be configured redundantly, and to identify the areas where other methods are
adequate to ensure the necessary fail-safety.

Belden is committed to wide-ranging
standardization
A number of industry bodies are working on pre-competitive, cross-sectoral standardization procedures as a way of
avoiding the implementation of impractical island solutions. Belden is an active member of the working groups
concerned, and of the Smart Factory consortium. At the
same time, developers at the various Belden group companies are focused on co-ordinating and integrating all the
company’s own components right from the start of the development process. Belden Vice President Industrial Marketing Dr. John Herold outlined the strategy in an interview
with an industry journal: “We aim to stay as flexible as possible, making sure we are able to work with multiple different
standards. But obviously, we need co-ordination; we need
standards.”
Even if it will be a number of years before the work currently being done on Industry 4.0 starts to pay off, it is already quite clear that the commitment will be worthwhile.
Not just in terms of simpler and more efficient factory operations. Though the figures vary, all the available forecasts
agree that Industry 4.0 is an emerging multi-million dollar
market. It is against that background that Dr. Herold’s
words in concluding his interview should
be understood: “We are absolutely
convinced that we are well set
to handle this business,
and to offer our customers optimal solutions.”

S M A R T FA C TO R Y
Networked
development
As part of efforts to advance the development of Industry 4.0, Belden has been
actively contributing to the technology
initiative known as “Smart Factory KL
e.V.” since the beginning of this year. Established back in 2005, the network of
key players from industry and science
is devoted to the testing and development of innovative information and
communications technology for application in real industrial production environments.
Hirschmann and Lumberg Automation
developed the Connected Security infrastructure package for the Smart Factory.
It comprises secure network technology,
managed I/O modules, connectors, control cables, and monitoring software. The
elements are optimally co-ordinated to provide an integrated secure solution. The security concept is based on a distributed approach,
with the individual components having their
own in-built security functionality. Hirschmann
and Lumberg contributed to the demo plant
shown at this year’s Hannover Messe trade fair, and
the two Belden brands will also be helping to realize
the vision of Industry 4.0 in a secure, efficient way
through their work on the current ongoing
follow-up project.
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“Cybersecurity is a
strategic factor”
The Internet of Things, in Germany also termed “Industry 4.0”, will bring
about change which from the present viewpoint is only partially foreseeable.
In a moderated dialogue, David Doggett, Director of the Industry Business
Cybersecurity Program of Belden customer Schneider Electric, and Wolfgang
Schenk, Vice President Sales and Marketing Industrial Sales EMEA of Belden,
consider the prospects for future developments.

Mr. Doggett, Mr. Schenk: Redeﬁned supply chains,
changes to corporate value creation processes and new
communications protocols are just some of the effects
the Internet of Things is expected to create. How will the
associated change processes unfold?
Doggett: We are seeing the gradual availability of initial
solutions for some areas. More components will follow, in
a step-by-step development process. I think any broader interoperability between components and systems enabling
the development of integrated functionality will only come
in a later phase. This will be accompanied by a gradual enhancement of security, which will also make forward leaps
based on specific incidents, technical advances or regulatory
requirements.
Schenk: We are observing rapidly rising demand, and the
challenge lies in standardizing and developing the relevant
technical systems. At the same time, however, capital investment in manufacturing plants is based on a long-term lifecycle. So I think a time frame of five to ten years is realistic.
I hope that the Internet of Things will make our lives easier,
speed up processes and enable them to be made more userfriendly.
Doggett: Exactly. The key is simpler and more efficient manufacturing systems. That means providing the right people
with the right information at the right time, in a secure way.
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Do you also have fears about the Internet of Things?
Doggett: The biggest danger is that the market fragments,
creating island solutions which are not really helpful.
Schenk: Also, the new open world might well open the door
to intruders with malicious intent. Making the Internet of
Things secure is both a challenge and a major opportunity.
How are you preparing your business for the Internet
of Things?
Doggett: As a pioneer in the integration of Ethernet into
factory environments, Schneider Electric has extensive experience when it comes to creating transparent communications infrastructures for wide-ranging manufacturing systems. We are able to build on that foundation to offer our
customers an environment which is easier to control and
manage. Examples include digitization, the establishment
of service groups, as well as a network infrastructure converging with the Internet of Everything (IoE).
Schenk: Our preparations encompass engagement in crosssector working groups, standardization bodies and pilot
schemes such as the Smart Factory consortium. At the same
time, we are working to integrate more security into communications systems such as network switches and wireless
access points. We look at security from a holistic viewpoint,
incorporating both active and passive infrastructure. We are

committed to security also because we regard it as being the
bottleneck in terms of the development of the Internet of
Things.
Doggett: Following on from that term “bottleneck”, I would
make another point: I think it is important that we integrate
the Internet of Things into existing and new systems simultaneously. That is the only way to ensure unhindered communications between the various applications. We also need to
make the network and its security systems more user-friendly,
because if we really want to exploit the benefits of the Internet
of Things, the infrastructure will become more complex.
Let’s talk about cybersecurity. The demands in terms
of security are bound to rise as the Internet of Things
becomes established. Have you already started planning
how to manage it?
Doggett: The more widespread use of shared or multifunctional networks by more applications and more users will
doubtless mean that the approach to date of splitting and
partitioning networks will no longer be practicable. Instead,
future security strategies will have to be aligned to the specific purpose of the application, and be easier to calibrate.
Schenk: I believe it’s about four key criteria: availability,
confidentiality, integrity and responsibility. All of those criteria offer Belden opportunities to deliver solutions.

Wolfgang Schenk
Spent 25 years in numerous posts
with Belden brand Hirschmann. He is
currently Vice President Sales and
Marketing Industrial Sales EMEA.
The qualified engineer had his first
contact with computers in 1985. He still
fondly recalls his Amstrad/Schneider
CPC 464, which used a music cassette
to hold data, with the drive integrated
into the keyboard. It was a year later,
on joining Hirschmann, that Schenk
first encountered an Olivetti PC. Even
though he tries to limit the predomi
nance of modernday data technology
in his own personal life, he has to admit
that its importance is growing from year
to year. Schenk cites his
iPad as being his favorite
electronic gadget, even
though it is showing
marked signs of wear.
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Partner program

David Doggett
Began his career as a trainee
engineer with Schneider Elec
tric Australia in 1994 and held
numerous posts in the compa
ny, initially in Australia and from
2001 onwards in the USA.
Since 2012, he has been Direc
tor of Schneider Electric’s In
dustry Business Cybersecurity
Program. Doggett got his first
home computer, a Commodore
Vic20, at the age of 10. Soon
afterwards, it was replaced by
a C64. He still remembers how
he used to program in Basic
and type out program listings
from specialist magazines. To
day, Doggett uses computers
in virtually every area of his life,
though he is also proud to have
maintained some skills which
do not need one. His favorite
hobby is car racing, for example.
Doggett’s favorite electronic
gadget is also linked to motor
sport: an AIM data acquisition
system, which collates data
from vehicle control systems
to provide detailed analysis of
individual laps.

Can those solutions be created through evolution, or is
a security revolution needed?
Schenk: It’s hard to say. Cybersecurity is not a specific component of the value chain. It is more and more becoming
a strategic factor. What I believe in is “Security by Design”.
That is a process which has to be implemented right from
the beginning and – vitally – has to be sustained through all
life-cycle phases.
Doggett: The evolution is already well underway in the IT
(Information Technology) world. So there is a possibility to
adapt – not adopt – elements from it to the world of OT
(Operations Technology).
What are the critical factors in this context?
Schenk: Decentralizing intelligence, detecting and tracking
attacks, establishing legal compliance and, not least, building know-how and training. Adopting a merely technically
based approach is not enough.
Doggett: Other key factors are the availability of userfriendly, easily manageable security systems and the development of secure systems and protocols for industry.
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How are those factors inﬂuencing your actions?
Schenk: The company’s actions, and my own personally.
They include involvement in numerous working groups run
by industry bodies, as well as my membership of Belden’s
product development team.
Doggett: We are making our products even more secure at
the firmware, protocol and application levels. And we are
looking to provide networks which are user-friendly and
secure, assuring high levels of availability and delivering
added value.
Mr. Doggett, how can Belden help you to do that?
By supporting ongoing network development. The shared
goal must be to make networks more user-friendly, so that
customers are able to reap the benefits of the Internet of
Things.

Shaping
the future
together
Partner programs are an integral element of modern-day
marketing. But the Belden
Preferred Partner Program
is more. It strengthens distribution channels, leverages
synergies, and ensures that
customers are provided
with the best possible
technology to meet their
specific requirements.

Hanspeter Weingartner, Managing Director of DDS Netcom AG in Fehraltorf, Switzerland, is full of praise: “The
Belden partner program helps us to provide
our customers with optimal support based
on the training, tools and service backup it
offers; to stay innovative and efﬁcient
thanks to the opportunity for
networking and interchange
with other partners; and
to position ourselves more
strongly on the market
through the clear differentiation from our competitors which it embodies.”
All in all, the specialist
in production and administration networks for
SMEs regards the Belden
partner program as

Gentlemen, thank you for your time.
REINHARD NELKE
Belden Product Manager with
Hopf Vertriebsgesellschaft mbH

“a key factor in safeguarding our continued
business success.”

keting, technology and support knowhow in line with the Belden brand.

Many of Belden’s Preferred Partners
take the same view as Weingartner.
Together, they form a global network
which is fully trained in the planning, installation and maintenance of
Belden products and systems. Belden’s
commitment to its partner program
is based on simple reasoning, according to Duncan Reed,
Channel Program Manager
with Belden in Manchester in the UK: “We aim to
always offer the best, which
is why we work with a select
group of Preferred Partners
who are authorized to deliver, implement and optimize
Belden solutions.”

Belden Preferred Solutions Partners
(PSPs) provide a range of specialist services. They include design, configuration and pre-sales services, as well as
technical support for networks and
systems based on Belden infrastructure. As a result, PSPs are able to create
complete solutions tailored precisely to customers’ specific
needs.

Reinhard Nelke, Belden Product Manager
with distributor Hopf
Vertriebsgesellschaft
mbH, comments: “As
one of Hirschmann’s longest-established partners, we
have undergone every development stage jointly
Based on comprehensive trainwith Hirschmann,
ing and support, the Preferred
and in recent years
Partners are able to asalso with Belden.” As
sure a reliable supa Preferred Disply chain service
tribution
Partmeeting customers’
HANSPETER WEINGARTNER,
ner (PDP), Hopf
individual requireManaging Director of DDS Netcom
AG, Fehraltorf, Switzerland
stocks and distribments. As well as ofutes almost all the
fering a full manufacturer’s warranty, the partners also company’s product lines.
provide comprehensive pre- and post- Nelke adds: “We have consistently confronted the new technical demands of recent
sales services.
The network includes certi- years together, and have been able to build
fied systems houses as well up high levels of product know-how and cusas consultants, distribu- tom solutions expertise through the training
tors and integrators. The and certiﬁcation of our staff. We are also
subsidiary programs are able to document those attributes by our
co-ordinated accord- Preferred Solutions Partner (PSP) status.”
ingly: Preferred Distribution Partners (PDPs)
provide inventory and
supply chain management for Belden
products and
services, as well
as contributing
complementary
technologies and
– not least – offering sales and mar-
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Secure processes
for secure products

Electromagnetic emission and
irradiation measurements in
an inhouse EMC chamber are
among the standard test pro
cedures for a new product.

Many security problems arise because products have not been optimized in terms
of security and availability during the development process. That is not the case at
Belden. It employs special processes to assure security right from the start.

C

ontinual changes to customers’ wishes, functional
demands and legal framework conditions are among
the key “constants” which have to be considered when
developing components and systems for industrial communications. The task assigned
to Belden’s engineers at first
sounds quite simple: to develop functional, innovative
technologies offering customers added value.

the business if it identifies and responds to market trends at
just the right time.

It is self-evident that the criteria of quality, security and availability must be top priorities in
the development process. For Andreas Dreher, Strategic Technology Manager of Hirschmann in
Neckartenzlingen, this involves a
number of different facets: “We
consider security concerns all
the way from the product definiIn fact, carrying out that task
tion stage, through the developmarks the beginning of a
ment process, to product qualifihighly complex, interlinked
cation.” This is done on the basis
process. Continuous inforof formal quality gates within
mation exchange internally
the development process as well
and with the customer, and
as by extensive testing and valiconcerted action to achieve
shared aims, ensures that An extensive portfolio of measuring equipment forms dation loops at every stage. Deno compromises are coun- the basis for testing and validation loops at every stage tailed stress tests are conducted
whereby any new developments
tenanced in fulfilling the of the development process.
must definitively prove that they
various tasks, but rather that
optimal solutions are sought and found. While giving due not only conform to the specifications but also respond roconsideration to the needs of thoroughness, however, speed bustly to any intentional or unintentional misoperation.
also plays a key role in terms of shortening time to market. The stringent trials which a new Belden product must unAfter all, an innovation can only contribute to the success of dergo before being launched onto the market have al-
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ways included endurance, ageing and temperature change
tests, as well as electromagnetic emission and irradiation
measurements in an in-house EMC chamber. Tough demands are imposed on the software too. Special tools and
test suites as well as custom-developed devices capable of
generating attack and error scenarios provide a thorough
examination of all security aspects. Evaluation of all testing
by a test management system linked to an error database
not only enhances the security of the latest new development. The findings are also incorporated into the development of the next product, enabling processes to be continually optimized and ensuring as far as possible that no door
is left open for attackers.
For Andreas Dreher, another key element of Belden’s security strategy is, not least, the handling of problems in the
field. If the worst case arises, a designated security team
provides an immediate response based on a specified procedure. That was what happened in April 2014, for example, when the Heartbleed bug was revealed. “Within 10 days,
we had checked everything through and were able to report
that none of our products was affected,” Dreher recalls with
some pride.
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Competence Center

Tailored

customer support

Belden’s customer support is not
restricted to selling and implementing communications solutions. A dedicated Competence
Center provides a full range of
state-of-the-art, network-related
services.

For Carlos Prada, it is quite simple: “We have a sound understanding of the individual applications, and are able to
provide exactly the support needed – wherever and whenever.” Prada ought to know. As Director of Belden’s EMEA
Competence Center, he and his staff of 22 provide support
to Belden customers in more than 14 European countries.
The service on offer is as extensive as the product ranges of
the various Belden brands. It comprises consulting, training
and support. Customers are able to order specific services as
and when required, or can sign up to a full-service package
providing comprehensive support and utilize all the resultant synergies.

The Belden Competence Center staff get involved right from
the concept design phase. After all setting up or optimizing
a network is more than just a question of technical systems.
As well as carrying out network planning on-site, the Com-

The Training unit’s extensive program teaches users how
to master their installed technology in every situation. After all, it is ultimately the employees’ know-how which is
the foundation stone for efficient, trouble-free running of
network applications.
Highly qualified network specialists provide training based on
first-hand experience
and know-how on a wide range of different topics: teaching
the technical basics, as well as providing product induction
and user training courses. The training program is backed
by user certification. A total of 10 different technology- or
product-related certificates can currently be acquired.

Closely targeted service
petence Center’s experts also devise custom concepts for
employee training and system maintenance.
Belden also offers network audits for existing solutions,
evaluating installed assets, data traffic and network performance to create an overall picture of the actual network and
its capacities. This is an effective way to prevent loss of performance and avoid downtimes.
Belden’s consulting service also covers an aspect which is
steadily growing in importance: network security. Experts
playing the role of “legal hackers” check whether, and to
what extent, a network is vulnerable. A variety of tools can
be used for this depending on the depth of testing required:
from standard tools and port scanners, to custom tools and
manual procedures.

Finally, as part of the Service function internal and external
support specialists ensure that a system is fully functional
right from day one and stays that way. They provide both
long-term technical support as well as short-term troubleshooting as and when necessary. Service hotlines are also
available in the individual markets to deal with particularly
urgent cases. Up to 24 hours a day. Just as Carlos Prada says:
support – wherever and whenever.
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The hare
and
the tortoise

Choose the Right Partner
that Understands Your Market·

Data technology plays a major role in Sebastian Pﬂieger’s life. Both in his leisure time
and in his job as a security expert in the Hirschmann Development department.
The 30-year-old is regarded by his colleagues as something of a lateral thinker; a “nerd” in the positive sense.
He sees efforts to maximize IT security as being like the proverbial race between the hare and the tortoise.

Mr. Pﬂieger, IT security know-how can never actually be
up-to-date. You effectively always have to assume that
attackers have already discovered vulnerabilities. What
can be done against them?
The issue of IT security was underestimated in industry for
a long time. It was regarded as a field for technical experts,
who were keen to demonstrate their prowess and had no interest in automation as such. That perception has changed,
and security has become an integral element of the development process. Diagnostic functions which disable security
mechanisms are now rare. Fuzzing and static code analysis
are more frequently employed nowadays to avoid common
errors.
Are the attacks becoming technically more sophisticated?
Yes. Whereas just a few years ago a buffer overflow was sufficient to take control of a device, today it takes a combination of multiple software errors. That has led to complex
attacks being automated. Today, tools such as Metasploit
or commercial alternatives enable attacks to be carried out
without detailed know-how.
So who is the hare? And who is the tortoise?
It’s easier for the attackers, because they are not bound
by any rules. Product security teams have to localize error
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sources and eliminate them before the resultant errors are
discovered. 100% security is not feasible. If you are not aware
of that fact, you are like the hare. So the aim must be – as in
the case of safety – to reduce the risk to an acceptable level.
How complicated is that?
The challenge faced by product security teams is to deliver
high security without impairing user-friendliness. For many
automation systems, availability is the most important factor. That results in a widely applied demand: Anyone capable of swapping out a faulty device should also be able to
restart its replacement. But that entails a security issue, because application and security requirements are not identical. Finding technical solutions for such issues is not easy
and, as in this case, not possible without compromise.
So the race between the hare and the tortoise goes on?
Yes. Security is an ongoing process. The next step will be to
protect device firmware against manipulation. The method
is widely known as “secure” or “trusted boot”. But there is
no doubt that attackers will already be looking for ways to
bypass the protective functions. Many of these issues have
already been experienced and resolved in the entertainment
electronics sector. Now the findings obtained have to be
adapted to the needs of automation.

Leading the Way to an Interconnected
Railway

from engineering to maintenance and support. By choosing
Belden you are selecting an experienced partner who has the
Industry knowledge to help you achieve your goals.

We work closely with all the leading players in the transportation market: operators, manufacturers and system
integrators. In a sector where security and availability are
critical, we offer innovative products, ranging from
Hirschmann™ industrial switches and active devices to
Belden® cabling, connectivity and cable management
products. This portfolio is combined with an unmatched
range of services, from engineering to maintenance.
Customers throughout the industry rely on Belden to
provide a range of solutions that meet their most advanced
requirements.

With a clear focus on reliability, quality and value for money,
we embrace the trends affecting the rail industry moving
towards the future of mobility.

As one of the world’s leading providers of network, cabling
and connectivity solutions, Belden is able to provide your
network system with a fully integrated solution, compliant
with your exacting requirements. In addition to our industryspecific portfolio, we offer an unmatched range of services,

www.beldensolutions.com/transportation

Seamless and
Secure·

Advancing Industrial Automation with
Connected Security
INDUSTRY 4.0 will have a dramatic impact on every aspect of
automation technology.
Modules from different manufacturers will need to co-operate
in complex production lines, so data rates have to increase to
meet the needs of intelligent machines, sensors and actuators.
At the same time, the highest standards of data security and
reliability must be guaranteed.
As the world leading manufacturer of innovative security
technologies for the distribution and processing of industrial
communication, Belden®, with its brands Hirschmann™ and
Lumberg Automation™, has developed a Connected Security
infrastructure solution that enables the innovation and
optimization of industrial communication.

Belden Connected Security combine/comprise:

• Innovative industrial communication based on advanced

instrumentation, control, actuator and sensor technologies

• EAGLE security solutions for secure communication within
and between manufacturing modules

• Manageable LioN I/O modules to connect control with
sensor levels

• Associated network-ready Belden® control cable and
connector solutions

• HiVision management tools to monitor and configure
production lines

Belden Connected Security offers effective and coordinated
solutions for secure network devices, manageable I/O modules,
connectors, and conductors. And by managing the complex
technologies of instrumentation, control, actuators and
sensors, Belden can guarantee the reliable operation of the
factory of the future.

www.beldensolutions.com

